OTxe, JOCYIOBE pO3CHITyBaHHSI KOPHCIWBHX 3JI0YMHIB, BUYMHEHHX
HETIOBHOJIITHIMH, SIBIIsiE COOOI0 0COOJIMBO crenn(iYHUN Ti3HABAJBHUNA IIPOIIEC.
Ilepen chimuumu CTOITh 30aNaHCOBaHE 3aBIAaHHS - MPOBECTH JOCYIOBE
pO3CIigyBaHHA B MeKaX YUHHOTO 3aKOHOAABCTBA BiTHOCHO HETIOBHOJITHBOTO,
110 BYMHHB KOPHCJIMBHUI 3JI0YKMH, IPU [[bOMY, HE TMOPYLIYIOYM MpPaB Ta CBOOOI
OCTaHHBOTO.
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KaHJMAAT IOPUINYHAX HAYK, TOLCHT,

TOJIOBHUI HAYKOBUH CITiBPOOITHHK

y cepi mpaBozHaBcTBa TOB «HeszamexHi (haXxoBi eKCIIepTH3MY;
member International Association of Crime Analysts IACA

BUKOPUCTAHHSA EKCIIEPTHUX CUCTEM JJI5S1 OBPOBKH 3HAHb
TA ®OPMYBAHHS OBIPYHTOBAHUX BUCHOBKIB

3HaHHA — Lle TeopeTHYHe abo IPaKkTHYHE PO3YMIHHS IpeaMeTa 4Yu
obmacti. 3HaHHS TaKOX € CyMOIO TOrO, IO BiJOMO Ha JaHWH MOMEHT IIpO
KpUMiHaJIbHE IpaBONOpyIIeHHs. THX, XTO BOJOJIE 3HAHHAMH, HA3WUBAIOTh
eKcriepTaMyd. BOHM € HaWBILUTMBOBIIIMMH Ta HAHBaXKIMBIIIUMH JIOABMU. Bynb-
sIKa yCHIIIHA KOMIIaHis Ma€ KUIbKa MEPUIOKIACHUX CHEeUialicTiB i 6e3 HUX BOHA
HE MOJKE IPAIIOBATH.

JlronuHa MoXKe BBaXKATHCS €KCIIEPTOM Y MEBHIH raiy3i, KO BOHA Ma€
rnOOKi 3HaHHA (AK (pakTiB, TaK i MPaBWI) 1 BETMKUA NPAaKTUYHUI IOCBIT Y
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MIEeBHIN Tamy3i. 3arajgoM, eKcrepT — I JIOAWHA, SKa MOXe POOUTH Te, YOTOo iHITi
JIFOZT HE MOXKYTb.

SIK TiNBKW 3HAHHS HAJacTh JIIOAWHA-EKCIIEPT, MU 3MOXKEMO BBECTH iX Y
koM 'torep. KoM’ toTep misTume sK iHTEIEKTYalIbHIH MOMIYHHK Y TIEBHIN Tamy3i
3HaHb a00 BHpIlTyBaTUME MPOOIEMY, SIKY B iHIIOMY BHUIIAIKy MaB O BUPILTyBaTH
excriepT. KoM’ rotep Mojke iHTerpyBaTH HOBI 3HAHHS Ta MMOKA3yBaTH CBOI 3HAHHS
y GopMi, Ky JIETKO YUTATH Ta PO3YMITH, i MAaTH CIPaBy 3 HIPOCTUMHU PEUCHHSIMHU
Ha NPUPOJHIA MOBI, a HE Ha IITYy4YHId MOBI mporpamyBaHHsA. OTXe, MOTPIOHO
noOyAyBaTH EKCIEepPTHY CHCTEMY, KOMII'IOTEpPHY Iporpamy, 3[4aTHY MpamioBaTH
Ha piBHI JIIOMHH-EKCIIEpTa Y By3bKill IpobaeMHiil obnacti. HalimomyssipHinmMu
eKCIIEpTHUMHU CHCTEeMaMH € CHCTeMH, 3acHOBaHI Ha mpaBwiax. Benmka ix
KUTBKICTh CTBOpPEHA Ta YCIHIIIHO 3aCTOCOBaHa B TakuX cdepax, sk Oi3Hec Ta
IHKeHepisd, MEIWIMHA Ta TEeOoJIOTisd, CHEpreTHYHi CHCTEMH Ta BHIOOYTOK
KOPHCHUX KONAJIMH. Benyka KiabKicTh KOMIIaHIH BUPOOIISE Ta MIPOJIA€ IPOrpaMHe
3a0e3nedeH s U1l pO3pOOKH EKCIIEPTHUX CHCTEM Ha OCHOBI IIPaBMII — 00OJIOHKH
EKCIIEPTHUX CHCTEM JUI NMEPCOHANBHUX KOMIT I0TepiB. OOONOHKH EKCIepTHUX
CHCTEM CTalOTh OCOOJMBO MOMYJSIPHUMH [UII PO3POOKH CHCTEM Ha OCHOBI
npaBuI. IX rooBHAa MepeBara TONATaE B TOMY, IO PO3POOHUK CHCTEMM Terep
MOYKE 30CEPEANTHCS Ha CaMUX 3HAHHSX, 2 HE HA BUBYCHHI MOBH IIPOrpaMyBaHH:.
KepiBHUK TIpOEKTYy — KEpiBHMK TIpYNUd PpO3POOKH EKCHEPTHOI CHUCTEMH,
BIZIMOBINAJILHUM 33 MIATPUMKY IIPOEKTYy. BiH UM BOHA CTEXHTH 32 AOTPHUMAHHAM
yCiX pe3yJbTaTiB 1 eTamiB, B3a€EMOJIE 3 EKCIEPTOM, IH)KCHEPOM 3HAaHb,
porpamicToM i KiHIIEBUM KopucTyBadeM. KiHIEBUil KOpUCTyBay, SKHH 4acTo
Ha3MBaIOTh NPOCTO KOPUCTYBayeM, — I 0co0a, sIka BUKOPHCTOBYE EKCIIEPTHY
cucrteMy mig dac 1i po3poOku. KopuctyBadem Moke OyTH TpalmiBHHK
IIPaBOOXOPOHHUX OpPTaHiB, SIKMH BUKOPHCTOBYE: ABTOMAaTH30BaHE poOoue Micie
cmiggoro «lHcaiiTy; baza mamux «[IpakTtuka cmiggoro»; Crmocid (GopmyBaHHS
cy0’ektuBHOTO TOPTpeTy «RAIPS-mOopTper» (KOMI'roTepHOTO (QOTOPOOOTY);
Bbaza nannx «[IpakTuka ciimgoroy; baza marux «Criguuii mpeneneHT.

Excniepraa cuctema ePOOLICE (early Pursuit against Organized crime
using environmental scanning, the Law and IntelligenCE systems) ycmimHo
BUKOPHCTOBYEThCSI B KpaiHax-uieHax €sporneiicbkoro Coto3y. Cucrema BHBYA€E
CTOPIHKM CalTiB, €JEKTPOHHE JIMCTyBaHHs, Mojineiicbky iHdopmalio s
MOUIYKY CBIZYEHb JIsUTbHOCTI OpraHi30BaHOT 3JI0YMHHOCTI Ta /IS OL[IHKUA PH3HKY
MOSIBH KPUMiHAJIBbHOI aKTHBHOCTI [1].

VY BenukoOpurtaHii B momiuii mix 4yac po3ciigyBaHHS KOPYNLIHHUX 1
MOJIATKOBHX 3JIOYMHIB 3 YCIIIXOM BHKOPHCTOBYEThCS €KCIIEpTHa cucrtemMa Ravn,
sIKa 3/1aTHa JTOCHIJUTH Ta NPOaHaTi3yBaTH IPOTIroM J0OKM 6 MIIH JOKYMEHTIB Ta
120 tuc daiimis [2].

B mouninii CHIA npoxoamno TecTyBaHHSI eKCHepTHOi cucremu Watson
koMmmanii IBM, ska mo3Bonmia 3BITBHUTH MOJIIEHCHKUX Bifl PYTHHHOI poOOTH
IIOZI0 3aIIOBHEHHS YMCIIEHHUX JOKYMEHTIB 1 3BiTiB. [loumineiichki TUKTYBaIH BCe
HEOOXiZTHE eJEeKTPOHHOMY TIOMIYHHKOBi, Ticis doro mporpama Watson
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(dhopmMyBana craHIapTHI 3BiTH 1 MpoIeCcyalbHi JOKYMEHTH Ta CTBOPIOBaja YMOBHO
cTpykTypoBaHi 0a3m mammx. Takox B CIIA B cymax BHKOPHCTOBYBajach
cucreMa «COMPASy, sxa obupanma miss OOBHHYBA4CHHX 3alOODKHUN 3axim
(TropemMHe yB’s3HEHHS a00 3BUIBHEHHS i/ 3aCTaBy) Ta BUPINIye MHTAaHHS IIOIO
YMOBHO-JOCTPOKOBOTO 3BUIbHEHHS.

Jus 3anmobiraHHs 3aBOPYIICHHSIM, TepakTaM, 3a0e3neueHHs Oe3MneKu Ha
KOHLlepTax a0o0 IHIIMX MacoBUX CKyNYEHHSX Jrofxeil, kowmmanis Evolv
Technology po3poOuna mammuHy Oe3mekn Ha 0a3i IITYYHOrO IHTEIEKTY, IO
npairoe yepes nonarok Evolv Pinpoint i BuKOpucTOBYE (YHKIIIIO pO3Mi3HABAHHS
oci0. [3]

KoskeH 13 IMX KOPHCTYBauiB EKCIIEPTHHX CHCTEM Mae€ pi3Hi MmoTpedw,
SKAM CHCTEMa TIOBHHHA 33J0BOJIBHATH: OCTaTOYHE IPUHHATTS CUCTEMH
3ajJeXKaTHMe BiJl 3aJ0BOJICHOCTI KopucTyBada. KopucrtyBau moBuHeH OyTH He
TITBPKM BIIEBHEHWHA y pPOOOTI eKCIepTHOI CcHUCTeMH, a ¥ BimayBaTm cebe
KoMpopTHO Tpu I BHKOpHCTaHHI. ToMmy mu3aiiH iHTepdeiicy KopucTyBada
EKCIIEPTHOI CHCTEMHU TAaKOX € XHTTEBO BAXIIMBHM JUIS YCIIXYy IPOEKTY; BHECOK
KIHIIEBOTO KOPHCTyBada TYyT MOKe OyTH BHpimamrbHUM. Po3poOKy ekcrmepTHOi
CHCTEMHU MOJKHA IIOYMHATH, KOJIM BCI I'SITh TPaBLIB MPHEIHAIOTHCS O KOMaHIH.
Opnak 3apa3 0araTo €KCHEPTHUX CHUCTEM pO3POOJNIAIOTHCS Ha MEPCOHANTBHUX
KOMI'IoTepax 3 BUKOPUCTAHHSAM OOOJOHOK eKcHepTHHX cucreM. lLle Moxe
YCYHYTH TOTpeO0y B MPOrpaMiCTi, a TaKOXX MOXKE 3MEHILIMTH POJIb IHXeHepa
3HaHb. J{JIsI HEBENMKHUX €KCIEPTHUX CHCTEM KEPIBHUK IPOEKTY, IH)KCHEp 3HaHb,
MPOTPaMICT 1 HaBITh EKCIIEPT MOKYTh OYTH OJIHIEIO JIIOJUHOK. AJie IPU po3podLi
BEJIMKHX €KCIIEPTHUX CUCTEM MOTPiOHI BCi KOMaHIHI TPaBIIi.

Basa 3HaHp MICTUTH 3HaHHS NPEAMETHOI O00JacTi, KOPHCHI JUIS
BHpIIICHHS mpoOiieM. B ekcriepTHill cucTeMi, 3aCHOBaHiM Ha NpaBmiiaX, 3HAHHI
IIpe/CTaBIeH] y BUMIIAAl Habopy npasui. KokHe mpaBmilo BU3Ha4Ya€e BiJHOIICHHS,
PEKOMEH/IAI10, TUPEKTUBY, CTpaTeTiio abo eBPUCTHKY Ta Mae cTpykTypy SAKILO
(ymoBa) TO (mist). Ko ymMOBHa 9acTHHA MpaBHiIa 3aI0BOJIBHIETHCS, TO TPABHIIIO
CHpalboBYeE, a Jifoya YacTHHA BUKOHYEThCS. ba3a JaHuX MICTUTH HaOip (akTis,
SIKI BUKOPHCTOBYIOTBCS JJIsl TIOPIBHSHHSA 3 4yacTuHamu npasui IF (ymoBa), siki
30epiraloTbcsi B 0a3i 3HaHb. MeXaHi3M JIOTIYHOIO BHCHOBKY BHKOHYE
MIpKYBaHHSI, 32 JOIIOMOIOI0 SKHX €KCIIEpTHA CHCTeMa 3HAaXOAWTh pimieHHs. Bin
OB’ s13y€ MpaBuJja, HaBeIeHI B 0a3i 3HaHb, i3 (hakTaMu, HAJAHUMHU B 0a3i JaHUX.
ExcrieprHa cucrema cTBopeHa Uit poOOTH Ha piBHI JIIOAMHU-EKCIEPTa Y BY3bKii
crewnianizoBaHiii ob6macti. HaliBaXJHMBIIIOI XapaKTEepUCTHUKOI EKCHEePTHOI
cucteMH € 1i sikicHa poOora. HesanexHO Bif TOro, HACKUIBKH MIBUAKO CHCTEMaA
MOX€ BHPIIIMTH NpoOiieMy, KOPUCTYBad He Oyze 3aJJOBOJICHUH, SIKIIIO pe3yJbTaT
Oyne HempaBWIBHMM. 3 iHIIOrO OOKy, Ny)K€ BaXKJIMBa LIBHAKICTH JOCATHEHHS
pimenns. HaBite HaiiTouHime pimeHHs abo JiarHo3 MoXe OyTH HEKOpHUCHHUM,
SKIIIO MOTO 3aCTOCYBATH 3aHAJITO Mi3HO, HANIPHUKIIAJ, B €KCTPEHIN chTyaIlii, KOIu
moMupae mamieHT abo BuOyxae aroMHa  enekTpocTaHmis. Excneptu
BHKOPHCTOBYIOTh CBilf IPaKTHYHUH AOCBiA 1 pO3yMiHHS IpoOiIeMu, mod 3HAWTH
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KOPOTKi IIISIXM JI0 BHpIIIeHHS. EKCIIepTH BUKOPHUCTOBYIOTH €MITIpUYHI TpaBUia
abo eBpucTuKy. [TomiOHO 10 CBOIX JIOACEKHUX KOJIET, eKCIIEPTHI CHCTEMHU MTOBHHHI
3aCTOCOBYBAaTH €BPUCTHKY, MO0 KEpyBaTH MIpPKyBaHHSAMH 1 TaKUM YHHOM
3MEHIIIYBaTH 00JACTh MOMIYKY PIMICHHA. YHIKAJIFHOIO OCOONMBICTIO €KCHEPTHOT
cucteMu € 11 3maTHICTH mosAcHIOBaTH. lle 103BONs€ eKCIepTHIH cHucTemi
MEPETIIAAATH BIACHI apryMEHTH Ta MOSICHIOBATH CBOI pimieHHs. [losicHeHHS B
eKCIIEPTHHUX CHCTEMax II0 CYTi BIJICTEXXYE IMpaBuUiia, 110 3aCTOCOBYIOTHCS i yac
CEaHCy BHUPIIICHHS MPOOICMH.

[MocninoBHICTh 3amyIIeHUX MpPaBUI He MOXKe OyTH BUKOPHUCTaHa IS

OoOIpyHTYBaHHS BHCHOBKY, MOXEMO JIO0JaTH BIiANOBiAHI (yHIaMEHTaNbHI
NPUHLIUIHA JOMEHY, BHUPaKEHI y BHIJLIII TEKCTY, 0 KOXKHOTO IpaBuia abo,
MIpUHAMHI, 0 KOXHOTO IIPaBHiIa BUCOKOTO PiBHS, M0 30epiracTbes B 06a3i 3HaHB.
VIMOBipHO, 1ie HACTIIBKM [aJeKo, HACKIMBPKH MOYKHA B3ATH MOsICHeHHs. OJHaK
3IATHICTh TOSICHUTH JIHIFO MipKyBaHHS MOXKE OYTH HE BaXKIHUBOIO JUIS JESIKHX
eKCTIepTHUX cucTeM. Hampukian, BiX HayKoBOi CHCTEMH, CTBOPEHOI ISt
EKCIIepTiB, MOXKE HE BUMAaraTHCs PO3TOPHYTHUX MOSICHEHb, OCKUIBKH BHCHOBOK,
SIKH BOHA POOHUTH, MOXe OYTH 3pO3YMUTMM Ui IHIOMX EKCIIEpPTiB; IPOCTE
BIZICTE)KEHHS TIPaBHJI MOXe OYTH LIJIKOM JIOpEYHUM. 3 iHIIOro OOKY, EKCHepTHi
CUCTEMH, SIKI BUKOPUCTOBYIOTBCS JIJIS MIPUHHATTS pillieHb, 3a3BHYall BUMararoTh
MOBHUX 1 MPOAYMaHHX MOSCHEHb, OCKUIBKU LiHA HEMPABUIILHOTO PILICHHS MOXeE
OyTHu I1y’Ke BUCOKOIO.
ExcriepTHi CHCTEMH BHKOPHUCTOBYIOTh CHMBOJIIYHE MIpKyBaHHs T dYac
BUpilIeHHs mpobieMu. CUMBOJIM BUKOPHCTOBYIOTBCS JUIsI IPEICTABJICHHS Pi3HUX
TUTIB 3HaHb, TAKUX K (PaKTH, KOHIEMIIIi Ta npaBwia. Ha BiaMiHy BiJ 3BUYaliHUX
IporpaM, HalHMCaHWX Uil OOpOOKM YHCIOBHX JaHHX, EKCHEPTHI CHCTEMH
CTBOpEHi 11 0OPOOKHU 3HAHB 1 MOXYTh JIETKO TPAIIOBATH 3 SKICHIMH JaHUMHU.
3BHuUaiiHi mporpamMu 0OpOOISIOTH aHi 3a JOMOMOTOI0 aNTOPUTMIB 200, THITUMH
CJIOBaMH, cepil YITKO BH3HAUYEHHMX ITOKPOKOBHX OIepamiid. AJTOpUTM 3aBXIH
BHKOHYE Ti caMi omeparii B TOMy CaMOMY TOPSIKY i 3aBKIH 3a0e31edye TOUHE
pileHHs. 3BUUaiiHi IporpamMH He TIOMUIISIIOTHCS, alie IIPOrPaMiCTH iHOA1 poOIsTh
noMuikd. Ha BigMiHY Bii 3BHYAilHUX TIporpam, eKCIEpTHI CHCTEMH He
JIOTPUMYIOTHCSI BCTAHOBJICHOI TTOCITIZIOBHOCTI KPOKiB. BOHM 03BOJISIIOTh HETOUHI
MIpKYBaHHS Ta MOXKYTh IIPALIOBAaTH 3 HEIOBHUMM, HEBU3HAUCHUMH Ta HEYITKUMH
JaHuMH. Brinckyunit GaxiBelp € Juie JIAUHOK, TOMY MOXe noMuisitucs. Le
TOBOPHUTh NP0 T€, IIO EKCIepTHa CHCTEMa, CTBOpPEHA Ui POOOTH HAa pIBHI
JIIOIMHM-EKCIIEPTa, TaKo)X MOBHHHA JOITYCKATH TOMWJIKH. AJle MH BCE OJHO
JTOBIPSIEMO €KCIIepTaM, X04a i BH3HAEMO, IO TXHI CyIKeHHs iHKOIHM XuOHi. Tak
caMmo, MPUHANHMHI B OUTBIIOCTI BHUIAAKIB, MU MOXKEMO IMOKIAaTUCS HA PIillICHHS,
HaJIaHI EKCHCPTHUMH CHUCTEMaMH, ajieé MOXIIMBI MOMWJIKH, i MW IOBHWHHI 1€
3HATH.

TeopeTnyHo 3BH4YAiiHI OpOrpaMHM 3aBXKAM IMPOMNOHYIOTh OJIHAKOBI
«paBWiIbHI» pimeHHd. OpHak MoTpiOHO Mam’sTaTH, IO 3BHYAWHI MPOTpPaMH
MOXYTh BHUPINIyBaTH NpOOJIeMH, SKIIO 1 TINBKH SKIIO JaHI € MOBHUMH Ta
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TOYHUMH. SIKIIO JaHi HEMOBHI a0 MICTAThH AEsIKi TIOMUJIKH, 3BUYalfHA TIpoTrpama
HE HAJacTh pilmIeHHs B3araii abo Oyzxe HempaBWIHHMM. EKCHEepTHI cucTeMu
BH3HAIOTH, [0 JOCTYIHA iHpopMalis Moxke OyTH HEMOBHOIO ab0 HEYiTKOIO, ajie
BOHM MOXXYTb IPAalIOBaTH B TaKUX CUTYaLisX 1 BCe OJHO HPHUTH IO SIKOTOCH
PO3YMHOT'O BHCHOBKY.

[le omHa BaxkiBa 0COOIMBICTH, SIKA BiAPI3HSAE EKCIIEPTHI CUCTEMH Bij
3BUYaHHUX IpOrpam, MoJsrac B TOMY, IO 3HAHHS BiJOKpEMIIeHI Bi X 0OpoOku
(6a3a 3HaHP 1 MeXaHI3M JIOTIYHOTO BHCHOBKY pO3[iJieHi). 3BUYaiiHa mporpama —
e CyMill 3HaHb 1 KEpyruoi CTPYKTYpH Mg OOpoOKM LUX 3HaHb. Take
3MIIIyBaHHs TIPU3BOAUTD 10 TPYAHOLIIB Y PO3yMiHHI Ta MEPErsil MPOrpaMHOro
KOJly, OCKUIBKH OyJb-sIKa 3MiHa KOy BIUTMBAE SIK HA 3HaHHSI, TaK i Ha iX 0OpoOKy.
B excnepTHHX cHcTeMax 3HAaHHS YiTKO BiJOKpPEMIICHI BiJl MEXaHi3My OOpOOKH.
Lle poOuTh eKchepTHI CHCTEMH Habarato JICTIIMMH M1 CTBOPSHHS Ta
obciayroByBaHHs. KoJHM BHKOPHCTOBYETbCS OOOJOHKA EKCIICPTHOI CHCTEMH,
eKCIIepT MPOCTO BBOIUTH IpaBHia B 0a3y 3HaHb. KoXkHe HOBE HPaBWIIO IOIAE
HOBI 3HaHHSI Ta POOWUTH EKCIEPTHY CUCTeMy po3yMHimor. Ilotim cuctemy
MOJKHA JIETKO MOAH(DIKYBaTH, 3MIHIOIOYH a00 BiIHIMAIOUX IpaBUIIa.

OnHiero 13  3araJbHUX XapakTepucTHK iHdopmamii, mocTynHOI
EKCIIePTaM-JIIONIAM, € T HeJOCKOHATICTh. IHdopMalliss Moxe OyTH HEIOBHOMO,
CyNepewInBOl0, HEBM3HAUeHOI a0o BciMa TphOMa INapaMeTpaMu. [HIMMH
cloBaMH, iH(pOpMAIls 4acTO HE MIAXOAWTH Uil BHpilIeHHs mpobiemu. OmHak
eKCIIEPT MOYE BIIOPATHUCS 3 IIMMH HEAOJIIKaMH 1, K MPaBUIO, MOXKE NpUAMATH
NpaBWIbHI CYJDKEHHS Ta TpaBWIbHI pilleHHS. EKcnepTHI CHCTEMH TakoX
MOBHHHI BMITH CHpPAaBISITHCSA 3 HEBH3HAYCHICTIO Ta POOUTH OOrpyHTOBaHI
BUCHOBKH.

Cnucoxk BUKOPUCTAHUX JKepeJi:

1. early Pursuit against Organized crime using envirOnmental scanning, the Law

and IntelligenCE systems. European Commission : Be6-caiit. URL: https://

cordis.europa.eu/project/id/312651

2. BpI/ITaHCKaH MOoJIMUs MPUBJICKIIA I/ICKyCCTBeHHI)If/'I HUHTCJUICKT JIsI IIOMOIIHU B

packpeiTiH mpectyruieHnit. Xabp : BeG-caiit IT- cmenmamucro. URL: https://

habr.com/ru/news/t/466471/

3. MoxmuBocti Ul y mnpaBooxoponniii cuctemi wmicra. URL : https:/

www.everest.ua/mozhlyvosti-shi-u-pravoohoronnij-systemi-mista/.

4. Duda, R., Gaschnig, J. and Hart, P. (1979). Model design in the

PROSPECTOR consultant system for mineral exploration, Expert Systems in the

Microelectronic Age, D. Michie, ed., Edinburgh University Press, Edinburgh,

Scotland, pp.153-167.

5. Durkin, J. (1994). Expert Systems Design and Development. Prentice Hall,

Englewood Cliffs, NJ.

6. Feigenbaum, E.A., Buchanan, B.G. and Lederberg, J. (1971). On generality

and problem solving: a case study using the DENDRAL program, Machine
47



Intelligence 6, B. Meltzer and D. Michie, eds, Edinburgh University Press,
Edinburgh, Scotland, pp.165-190.

7. Giarratano, J. and Riley, G. (1998). Expert Systems: Principles and
Programming, 3rd edn. PWS Publishing Company, Boston.

8. Shirai, Y. and Tsuji, J. (1982). Artificial Intelligence: Concepts, Technologies
and Applications. John Wiley, New York.

9. Shortliffe, E.H. (1976). MYCIN: Computer-Based Medical Consultations.
Elsevier Press, New York.

10. Waterman, D.A. (1986). A Guide to Expert Systems. Addison-Wesley,
Reading, MA.

Kanyrin B.1O.

npodecop kadeapu kidepOesneku Ta iHPOpMaLiHHOTO
3a0e3nedeH s, KaHAUIAT IOPUANYHIX HAYK, TOLEHT
Opnecbkuil IepKaBHUH YHIBEpCUTET BHYTPIILHIX CIIpaB

Puxos I'.Il.

CTYACHT 2 KypCy APYroro (MaricTepcbKoro)

piBHs Bumioi ocBiti OINI «KpuminanpHUIA aHami3» cremianbHicTs 124
«CucTeMHHI aHAT3» IHCTUTYTY TpaBa Ta Oe3reKu

Opechkuil Iep>KaBHUH YHIBEPCUTET BHYTPIIIHIX CIIPaB

IMPABOBI IIIICTABU BUKOPUCTAHHSA METOAIB OSINT

36ip Ta anamiz indopmanii 3 Bimkputux pkepen (OSINT) mae
BinOyBaTHCsT B paMKax IPaBOBOTO IOJsI KOXKHOI KpaiHu. lle BaxmBo uis
3a0e3reueHHss KOHCTHTYLIMHMX TpaB Ha TNOIIyK, 30ip, mepemady Ta
BUKOPHCTaHHS iH(pOpMAIlii.

CrorogHi  (yHIaMEHTAIPHHUMH  LIHHOCTSIMHM  JIIOJICTBA  CTAaloOTh
NIPUBATHICTH JKUTTS OCOOM, pa3oM 3 IPaBOM Ha 3aXWCT JKUTTS Ta CBOOOJOIO
cnoBa. [Hpopmamis mpo nromell — IMepcoHal bHI JaHi CHOTOMHI BCe OLIbIIe
MIEPETBOPIOETHCA B IIHHUHA TOBAap, 3a SKWH TOTOBI IJIATUTH BEIHKI rpomri. Y
pykKax 3JO0BMHCHHMKA TOJMiOHa iH(pOpMAaIis € TOTYXHOI 30poecro. JlepxkaBHi
IHCTUTYTH, OaHKIBCHKI YCTaHOBH, BEJIMKI Oi3HEC-KOpIIOparlii He y BCiX BHIAgKaxX

48



MiHicTepcTBO BHYTPIiWHIX cnpaB YKpaiHu
OpnecbkKunn gep>XaBHUU YHIBEepCUTET BHYTPIWHIX cnpaB

MPOBJTIEMAN KPUMIHAJIBHOITO AHAIJII3Y

MaTepiann MhKHaAapoAHOT HAYKOBO-
NPaKTU4YHOI KOHdepeHUil

10 TpaBHA 2024 poKy







MiHicTepcTBO BHYTPIlIHIX cipaB Y KpaiHu
OnecbKuii 1ep:;KaBHUI YHiBepcUTET BHYTPIlIHIX clipaB
HayxoBo-gocjigna jgadoparopisi 3 npo0JieMHHX NUTAHb

KPUMIiHAJIBbHOr0 aHadizy OecbKoro 1ep:kaBHOr0 yHiBepCUTETY
BHYTPIillIHIX cipaB

MATEPIAJIA )
MIKHAPOJHOI HAYKOBO-ITIPAKTUYHOI
KOH®EPEHIIII

«ITPOBJIEMHU KPUMIHAJIBHOI'O AHAJII3Y»

10 TpaBHusa 2024 p.

M. Oneca — 2024



VK 343.9(477)

Oprkomirer:

HIBeus J.B. — pexrop Onechkoro epaBHOTO YHIBEPCUTETY BHYTPIILIHIX CIIPaB,
JIOKTOP IOPUIMYHHMX HAyK, JOLEHT, 3aCiyXXEHUH MpalliBHUK OCBITH YKpaiHw,
ITOJIKOBHHUK ITOJIIIIIT,

Kopnienko M.B.— mpopektop Opmecbkoro Aep:KaBHOTO  YHIBEPCHUTETY
BHYTPIIIHIX CIIPaB, IOKTOp IOPUIMYHHUX HAYK, ITpodecop,
Adonin JI.C. — 3aBigyBad HayKOBO-IOCTIJTHOI JabopaTopii 3 NpoOIeMHUX

NUTaHb KpUMiHaJIbHOTO aHaiizy OIecbKoro JepiKaBHOTO — YHIBEPCUTETY
BHYTPILIHIX CIIPaB, KAaHAWAAT IOPUIMYHUX HAYK, TOLICHT;

BuxoB 1.0.— crapmmii HaykoBHii CHIBPOOITHHK HAayKOBO-IOCTIAHOI TabopaTopii
3 TNpoOJIEMHHUX THTaHb KpHUMIHAJIbHOrO aHalizy OmechKoro JepKaBHOTO
YHIBEPCUTETY BHYTPILIHIX CIPaB, KAHIUAAT IOPUAUIHUX HAYK.

Bci mamepianu naoani 6 aemopcwkiii pedaxyii ma eupascaroms
NepCcoHanbHy NO3UYII0 YUACHUKIG
Mixcnapoonoi naykoeo-npaxmuunoi Konpepenyii

IMpo6aemu KpuMiHAIBLHOTO aHAJIi3Y. MaTepiaan MIKHAPOIHOI HAyKOBO-
npaktnaHoi kKoH(epernmii (M. Oxeca, OAYBC, 10 tpaBHa 2024 p.). Opeca:
OJ1YBC, 2024. 158 c.

Y 30ipHUKY TpEACTaBIICHO IOIMOBiNi, MOJaHi Ha MiXHApOJHY HayKOBO-
npakTnaHy KoH(pepeHmito «[IpobiemMn KpUMiHATHHOTO aHAJI3y», sSKa BigOymacs
Ha 0a3i HayKOBO-HOCIHITHOI JabopaTopii 3 MpoOIEeMHUX NMHUTaHb KPHUMiHATBHOTO
aHaiizy OJiecbKOro JIep>KaBHOTO YHIBEPCHTETY BHYTpilIHIX crnpaB 10 TpaBHs
2024 poxky.

[Ipu3HayeHi UIsi KypcaHTIiB, CTYACHTIB Ta CIyXadiB, a TaKOX HayKOBO—
TMIeTarOTi9HIX TPAIliBHHUKIB 3aKi1ajiB BUIOi ocBiTH cuctemu MBC Ykpainu.

MoxyTb OyTH KOPUCHUMH ISl CIIyXadiB MaricTpaTrypH, JOKTOPaHTYpH Ta
acHipaHTypy, HayKOBHX Ta MPAKTHYHHUX IPAIiBHUKIB OpraHiB Ta MiAPO3ILTIB
MBC Vkpainn, HamionameHoi momimii YkpaiHM Ta IHIINX HpaBOOXOPOHHHUX
OpraHiB.

VK 343.9(477)

© Opecekuiil Iep>KaBHUH yHIBEPCUTET BHYTPIIIHIX cIipas, 2024
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BerynHe cj10BO pexkTopa

Bin imeni komektuBy OIECHKOTO IEP)KaBHOTO YHIBEPCHUTETY BHYTPIIIHIX
cmpaB Ta Bin cebe ocoOmcTo Bitaio BCiX Bac ta maxyro Bawm 3a ygacts y poOori
MDKHapOIHOI HayKOBO-TIpakTH4HOI KoH(epeHuii «[IpobremMn KpuUMiHAIHHOTO
aHaizy»!

CyuyacHi BUKJIMKH Ta TPUBOXKHI TeHAEHILIT y cdepi KpUMIHAIBHOTO aHali3y
moTpeOyroTh OOTPYHTOBAaHHMX CTpaTeriii Ta iHHOBAIiMfHMX minxoxmi. 3apas,
OinpIe HiX OyAb-KOIHM, BAXKIIMBO 00'€THATH HAIIl 3HAHHSI, TOCBIJ Ta yMIiHHS IS
BUPIIICHHS CKJIQJIHUX 3aBJIaHb, [0 CTOATH NEpejl HaMu.

Po3ymiHHS Ta BOpPOBAPKEHHS OpraHi3aliifHO-yNPaBIIHCBKUX MOJEJeH,
3aCHOBAaHUX Ha PO3BIAYBAIbHINA aHANITHUIl, CTAIOTh KPAEBHIHOK HEOOXIiTHICTIO
Ui eeKTUBHOI [iSUTBHOCTI IMPaBOOXOPOHHHWX oOpraHiB. IHTerpamis Ttakux
HiIXOMIB y HaIly NPAaKTHKy BHMAarae CIUTBHHX 3yCHJb Ta BHCOKOTO PiBHA
npodeciiiHol miAroTOBKH.

Ha cporomHimHbpoMy etami po3BUTKY YKpaiHH, 3MIIIHEHHS KPUMiHAJIBLHOTO
aHaji3y Ta #Oro BIUIMB Ha MOJILEHCHKY MAISUIBHICT CTAalOTh KPUTHYHO
BOKJIMBHMH 3aBIaHHAMH. SIK MapTHEPH y LBOMY MPOLECi, MH MaEMO 3PO3YMITH,
0 YCHiX JOCATAaeThCs JHUIIE dYepe3 B3aEMOi0, OOMIH JOCBiIOM Ta
BIIPOBAPKEHHS KPAIUX MPAKTHK.

[Mpomonyto Bamiii yBa3i poO3MISHYTH INUPOKHH CIEKTp MHTaHb, Bil
HOPMaTHBHO-IIPaBOBOTO Ta OpraHi3aliifHOro 3a0e3MedyeHHs BIPOBAKCHHS
HOBHX METOAWK JO AacleKTiB IArOTOBKH Ta MIATPUMKH KaapiB y cdepi
KpUMiHaJIBHOTO aHami3zy. Hama cminmeHa pobota Mae cropusatu (opMyBaHHIO
cTparerii Ta NpPakKTHK, L0 BIJINOBIAIOTh CY4aCHHMM BHMOTaM Ta CHPHSIOTHh
JIOCATHEHHIO YCITiXy B 0OPOTHOI 31 3I0YMHHICTIO.

B cuiry Toro, mo B YkpaiHi TpuBarOTh 0OHOBI Jii, BUHHKAaEe HEOOXITHICTH
aHalizy poJi Ta MICHS JisUTbHOCTI IPAaBOOXOPOHHUX OpraHiB B YKpaiHi,
OKPECJIMBIIM KOJO aKTyalbHHX IIMTaHb IOBS3aHUX 13 3aCTOCYBaHHIM
KpUMIiHaJIbHOTO aHaji3y Ta opraHizamii i 3a0e3neueHHs NPaBONOPSAKY
cy0’€KTaMU MTPABOBIJHOCHH 13 BU3HAUEHHSIM IPIOPUTETIB i IEPCIIEKTHB!

BrieBHeHMiA, 110 pe3ynbTaTH Hamol KoH(epeHUii OyayTh He JIHIIe
aKTyaJbHUMH Ta LIHHUMH, alie i CIY>KUTUMYTh OCHOBOIO JIJIS TIOJAJIBIINX KPOKiB
Y BIOCKOHAJICHHI HAIOT isTTBHOCTI.

Bbaxarto ycmixy! Paszom go [lepemoru! Cnasa Ykpaini»

JImumpo Illeeun

pexmop O0ecbKo2o 0epiucagHo20 YHIGepCUmeny
6HYMPIWHIX CNPaAs,

O00KMOP 10PUOUYHUX HAYK, OOYEHM, 3ACTYHCEHUL
npayieHux oceimu Ykpainu, noakoeHuk noaiyii
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3MICT

Annpees LII.
I[MTPOBJIEMATUKA 3AXUCTY B KPUMIHAJIBHUX
I[MPOBAJPKEHHAX

Adonin J1.C.

JNEAKI IMTAHHA TEXHIYHOI'O 3ABE3INEYEHHA 11 YAC
MIOIIYKY TA AHAJIIZY IH®OPMALIl 3 BIAKPUTUX
JUKEPEJI (OSINT)

Bakyain J1.0.

[TPOBJIEMATHUKA HE3AKOHHOI'O OBIT'Y 3BPOI B YKPAIHI
Bbap6a B.€.

[HOOPMALIIMTHO-AHAJIITUYHE 3ABE3IIEYEHH S

JISJIBHOCTI HALIIOHAJIBHOT TTOJIILIT VKPATHU: OKPEMI
ITPAKTUYHI ACITEKTU

Bepesoschka B.B.

[NTPOBJIEMU BUKOPUCTAHHA KPUMIHAJIBHOI'O
AHAJII3Y B AIJIBHOCTI HIAPO3AIIB KPUMIHAJIBHOI
TTOJIILIT

bukos 1.0.

OHJIAIZH-PO3CJHI[YBAHH)I EKOHOMIYHMX 3JIOYMHIB:
ITEPEBAT'UA TA BUKJIMKM BUKOPUCTAHHS
ITPABOOXOPOHHUMM OPI'AHAMU AKTHUBHOI'O OSINT
TA IHIINX AHAJIITUYHNUX METOJIIB

Bopoakin M.B., bukos 1.0.

MOXJIMBOCTI TA TIIEPCIIEKTMBU BHUKOPUCTAHHA
AHAJITUKN TA METO}IOHOFIPI OSINT VY AIAJIBHOCTI
APMA

Byraii M.B.
POJIb  TUIAT®OPM  CIIUIBHOI'O  JOCTVIIY 0O
IH®OPMAIIIl B YMOBAX BOEHHOI'O CTAHY

Byrxo P.1O.

PO3BUTOK INIAPO3AUIIB KPUMIHAJIBHOI'O AHAJI3Y V¥V
JIOBOEHHMUIA TIEPIOJI, ITIJT YAC JlIi BOEHHOI'O CTAHY
TA IIEPCIIEKTUBA Y TIOBOEHHUM ITEPIOJI

Bogomixo O.B., ITocToa O.1.

YUACTD AHAJIITUKIB v PO3KPUTTI TA/ABO
JOKYMEHTYBAHHI 3JIOYMHIB, YUMHEHNX B YMOBAX
JIi BOE€HHOI'O CTAHY, 3 BUKOPUCTAHHIM
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MOXJIMBOCTEN MTYYHOI'O IHTEJIEKTY
(IAEHTHUOIKALIA OCIb ITO @OTO-, BLIEOMATEPIAJIAM)

I'opobens €.B.
JOCYJIOBE PO3CIIAYBAHHA SK OB’€EKT OINEPATHUBHO-
PO3IIYKOBOI'O 3ABE3INEYEHHA

Jdemenrox C.B.

KIBEPBIMHA I KIBEPCTIUKICTD

Hepenbko O.I.

[IPOLIECY AJIBHI ACIIEKTU JOCYIOBOI'O

PO3CIIIAYBAHHA KOPUCIIMBUX 3JIOYMHIB, BHMHEHMX
HEITOBHOJIITHIMU

3aenp O.M.
BUKOPUCTAHHA EKCIIEPTHUX CHUCTEM JJISI OBPOBKIA
3HAHb TA ®OPMYBAHHSA OBIPYHTOBAHMX BUCHOBKIB

Kaayrin B.1O., Pukos I'.I1.
IMPABOBI [TIIJICTABY BUKOPHUCTAHHA METOMIB OSINT

Kaayrin B.1O. . .
BELLINGCAT VY ITPOTUJII BIMCBHKOBIN AT'PECIi IIPOTH
VKPATHU

Kapnamescoknii 10.P.
AKTYAJIBALIL AHAJIITI/I‘—IHOTU PO3BIJIKH B
HAITIOHAJIBHIW TTPABOOXOPOHHIN MOJEJIT

Kipeesa O.C. .

BUKOPUCTAHHS TEXHOJIOTIM INTYYHOI'O IHTEJIEKTY
Y BUABJIEHI ITPOSBIB KOJIABOPAIIIOHI3MY B YMOBAX
BIHU

Koaecuuk O.A.
E®EKTUBHICTH TA AJII'OPUTMU BUKOPUCTAHHSA

AHAJIITUKAMU KOMIIJIEKCHHUX CUCTEM
BIAEOCIIOCTEPEXXEHHSA

Kopnienko M.B.

IHOOPMAIIMHO-AHAJIITUYHE 3ABE3IIEYEHHS

HAILJIOHAJIBHOI ~ TIOJIIII  YKPAIHU B  YMOBAX
BOCHHOTI'O CTAHY

Koporoa C.B., Mineniun B.1.
BIIMEXXYBAHHA BOE€HHUX 3JIOYUHIB BIA
BIMCHKOBOI'O KPMMIHAJIbHOI'O I[TIPABOITOPYIIIEHHS

Kopucrin O.€.
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PEAJIIBALIIST ®IJTIOCO®IT «INTELLIGENCE-LED POLICING»
B CUCTEMI KPUMIHAJIBHOI'O AHAJII3Y HITY

Kopuctin O.0.
OYHKIUIOHAJIbBHA CYMICHICTb CUCTEM TA
METOJ0JIOI' N YITPABJIIHHS PU3MKAMMU KIEEPBE3ITEKU

Kysniuenxo C.O.
JESKI ACITEKTU 3ACTOCYBAHHS IMTPOTOKOJIY BEPKJII
Y PO3CJIIJIYBAHHI BOEHHUX 3JIOYMHIB B YKPAIHI

Jlicnivenko /I.B., Xinoook /I.P.

BAXJIMBICTb BUKOPUCTAHHA AHAJIITUYHOI
CUCTEMHU OSINT JId PO3CIHIAYBAHHSA BO€HHUX
3JIOYMHIB B YKPAIHI. 3APYBEDKHMIA JOCBIJI

Jyurok P.I1.
CTPYKTVYPA TA OB’ €EKT KPUMIHAJIBHOI'O
[MPOLECYAJIBHOI'O MI3BHAHHA 310 YAC

PO3CJIAYBAHHA KPUMIHAJIBHUX ITPABOIIOPYIIIEHD

Madgosa 10.C.
BAXJIMBICTh OSINT YV JTOKYMEHTYBAHHI BOEHHUX
3JIOYMHIB B VKPATHI

MaTtBeeBenkuii O.B.

MEXAHI3MH T APMOHI3ALIIT BITYU3HAHOI'O
3AKOHOJJABCTBA B C®OEPI JIJDKUATAJIBALT
JOKA3YBAHHA

Mamenko B.C.

OKPEMI ACITEKTHU JISJIBHOCTI HAIIIOHAJIBHOT ITOJIILIIT
VKPAIHM B YMOBAX ITOBHOMACIITABHOI 3BPOMHOI
ATPECII

Hexkpacos B.A.

BU3HAYEHHS JXUTTEBOI'O I1UKJIY KPUMIHAJIBHOI
BIBHEC-MOJIEJII (CXEMHW) B KOHTEKCTI CTPATEITYHOI
KOMIIOHEHTHU  KPUMIHAJIBHOI'O  AHAJII3Y  IIPU
3ABE3IEYEHHI EKOHOMIYHOI BE3IIEKU JIEPXKABU

ITanyenko P.J.

ITPAKTHUYHI IHCTPYMEHTHU TA AJI'OPUTMH
BUKOPUCTAHHA  OSINT IIPM  JOKYMEHTYBAHHI
TA/ABO PO3CJIIIYBAHHI 3JIOYMHIB moao
KOJIABOPALIMHOI JAISIJIBHOCTI

Hactyx JA.C.
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HOPMATHUBHO IIPABOBI IIMTAHHA JOIIYCTUMOCTI
MUDPOBUX JOKA3IB B KPUMIHAJIBHO
I[MPOLECYAJIBHOMY IIPOBAJDKEHHI 3A AOIIOMOI'OIO
OSINT IHCTPYMEHTIB

Herpis FO.II.
KPUMIHAJIBHUM AHAJII3 B POBOTI JIEPXKABHOI
[TPUKOPJOHHOI CJIVKBU

IoBopo3Hik A.B.
MEXAHI3MU BUSABJIEHHS TA 3AIIOBITAHHS TOPTIBJII
JIFOJIbMU

IIsspumen B.I'. . .
CTPATE]T’ILIHI/H/I KPUUMIHAJIbBHU AHAJII3:
€BPOIIEMCBKE FAYEHH 51

Caabnikos L.I.

3AITIPOBA/DKEHHSI B HALIIOHAJIBHIN TTOJIILIT YKPATHU
CUCTEMU OLIHIOBAHHS 3AI'PO3 OPI'AHI3OBAHOI
3JIOUMHHOCTI TA TSDKKUX 3JIOUMHIB 3A
METOJ0JIOT'IEIO SOCTA

Ceupuawk H.IIL.
OKPEMI  ACIIEKTM  IIIAI'OTOBKM  AHAJIITUYHUX
[NPOAYKTIB

Croasip 10.A.

3AJIYUEHHA OO®ILUEPIB THAPO3AIIB KPUMIHAJIBHOI'O
AHAJIZY AICY K CIIEHIAJICTIB ¥ KPUMIHAJIBHOMY
IMPOBA/IP’KEHHI

Temunk O.I1.

AJITOPUTMU TA TIPAKTHUYHE BUKOPUCTAHHA
METOJZIOJIOTII OSINT B JISUZIBHOCTI VIIPABJIIHHAI
KPUMIHAJIBHOI'O AHAJII3Y M. KUEBA

Timommu A.C.
AKTYAJIBHICTbH TTAPCUHITY CAMTIB B
KPUMIHAJIBHOMY AHAJII3I

®anoseskuii C.B., JIyk’ anuyk S1.B.

JIESKI ACIIEKTU [IPABOBOI'O CTATYCY
JEITAPTAMEHTY KPUMIHAJIBHOT'O AHAJIZY
HAIIIOHAJILHOI OJIIIT YKPATHU

®opoc I'.B.
[NOIIYK TA AHAJII3 JOKYMEHTIB 3 BUKOPUCTAHHAM
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OSINT

®opoc I'. K., Mensenesa B.M.
KPUMIHAJIBHUUM AHAJI3 T YAC BOEHHOI'O CTAHY

lenapux B.B.

AHAJIITUYHA  PO3BIAYBAJIbHA  [JIJIBHICTh  SK
OCHOBA TTPO®ECIMHOI IHTEJEKTYAJII3ALII B POBOTI
OIEPATUBHMX CHIBPOBITHUKIB TA CJIIJUUX

SIposuii K.B.
BITPOBAJIXKEHHS TEXHOJIOT'I LITYYHOI'O IHTEJEKTY
Y IMPOTUAI 3JIOUMHHOCTI

Pe3omronist
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MATEPIAJIN
MixHapoaHOT HAYKOBO-IPAaKTUYHOT KOH(DepeHIIiT
«I[TPOBJIEMHU KPUMIHAJIBHOT'O AHAJII3Y»

(m. Ooeca, O/IVBC, 10 mpasusa 2024 poxy)
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